13 virus may tinh nguy hiém nhat

Pi 20 niam trdi qua ké tir ngay virus may tinh dau tién xuat hién, da c6
nhiéu virus méi ra doi nhung dién hinh trong so nay chi ¢6 13 loai virus
nguy hiem nhat va gay ra thiét hai ¢ mirc cao nhat.

Nhirng vius may tinh "pha hoai" nhat trong lich sir
1. CIH (1998)

Thiét hai udc tinh: 20-80 triéu USD trén toan thé gidi (khong tinh dit lidu
PC bi phé huy).

C6 nguodn goc tir Pai Loan (6/1998), CIH duoc nhan dang 1a mot trong
nhimg virus nguy hiém va c6 stc tan pha 10n nhat thoi dai. Virus nay tan
cong vao cac file thuc thi cua h¢ diéu hanh Windows 95,98 va ME; ¢6 kha
nang cu tra trén bd nhé may tinh dé 1ay nhiém va cac file thyc thi khac.

CIH nguy hiém o chd chi sau mot thoi gian ngan hoat dong, nd co thé ghi
dé dir liéu trén 6 cing may tinh, bién dir liéu thanh mot mé vo dung. CIH
cling c6 kha nang ghi dé théng tin BIOS, ngan khong cho may tinh khdi
dong. Boi kha nang 1ay nhiém vao cac file thyc thi nén CIH c6 thé duoc
phat tan rong rai.

CIH con dugc biét dén véi mot cai tén khac 1a virus Chernobyl do thoi
diém kich hoat tring véi ngay xay ra vu nd nha may nguyén tir Chernobyl.

Ngay nay, virus CIH da khong con nguy hiém do cac nén tang hé diéu hanh
mo&i1 nhu Windows 2000, XP va NT da duoc cai tién.

2. Melissa (1999)



Thiét hai woc tinh: 300-600 triéu USD
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Ngady tht sdu, 26/3/1999, virus W97M/Melissa da lay nhiém & murc do toan
cau. Cac thong ké cho thay loai virus dang kich ban macro trong Word nay
da 1ay nhiém vao 15/20 chiéc may tinh doanh nghiép trén toan cau. Melissa
phat tan nhanh dén ndi Intel, Microsoft va mot s6 hang phan mém khac sir
dung Outlookdi budc phai dong toan bd hé thdng e-mail dé han ché thiét
hai.

Melissa sir dung Microsoft Outlook dé giri mail dinh kém (trong file Word)
phién ban virus t61 50 dia chi e-mail trong danh sach lién lac nguoi dung.
Thong diép cua e-mail ¢6 cau: ""Here is that document you asked for...don't
show anyone else. ;-)"". Khi nhan vao file .DOC dinh kém, virus sé& bat dau
1ay nhiém vao may tinh va lip lai chu trinh phat tdn nhu trén.

3. ILOVEYOU (2000)

Thiét hai woc tinh: 10-15 triéu USD
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Con duoc biét dén vai cai tén Loveletter va The Love Bug, loai virus nay
1a mot dang kich ban Visual Basic véi mot cai tén rat my miéu: 1o hira tinh
yéu.

Ngay 3/5/2000, sau ILOVEYOU lan dau tién duoc phat hién tai Hong Kong,
sau d6 nhanh chéng phat tan qua e-mail véi dong tiéu dé "ILOVEYOU" cling
file dinh kém: Love-Letter-For-You. TXT.vbs. Ciing giébng Melisa, virus
ILOVEYOU tu dong gui thu toi cac dia chi lién lac trong Microsoft
Outlook.

Virus ILOVEYOU ghi de cac tép tip nhac, anh va mot sd diph dang khac
v01 ban copy cua chinh nd. Nguy hiém hon, virus con tim kiém tén va mat
khau nguo1 dung va gui chiing téi e-mail tac gia.

Tac gia cua virus da khong bi }(ét an do Philippines khong c6 dao luat chéng
t01 pham may tinh v&i thoi diém do.

4. Code Red (2001)

Thiét hai woc tinh: 2,6 triéu USD

Code Red 1a mot dang sdu may tinh lay nhiém trén hé théng may chi mang,
bat dau tir ngay 13/7/2001. Pay 1a loai virus cuc ky doc hai boi dich ngam
ciia ching 1a cic mdy tinh chay phin mém may chu Web Internet
Information Server (11S).

Sau Code Red c6 kha ning khai thac mot 16 hong trong 11S. Piéu khoi hai
1a Microsoft d ban hanh miéng va 15 hong nay tir gitta thang 6 trude do.
Code Red con ¢o tén 1a Bady, dugc thiét ké v6i muc dich pha huy ¢ mirc
16n nhat c6 thé. Khi da 1ay nhiém vao may tinh, website luu trit trén may



cha bi anh huéng s& hién thi thong diép: ""HELLO! Welcome to
http://www.worm.com! Hacked By Chinese!". Sau do, virus s& tim kiém cac
may chu bi 16i va tiép tuc lay nhiém. 20 ngay tiép theo do, virus sé& kich hoat
cac cugc tan cong tir chéi dich vu (DoS) vao nhirng dia chi IP nhat dinh, bao
gom ca may chu ciia Nha Tring. Chi chua dén mot tuan, virus da 1ay nhiém
vao khoang 400.000 may chu trén toan thé gii. Udc tinh co tdi 1 triéu may
tinh bi virus nay tin cong.

5. SQL Slammer (2003)

Thiét hai ude tinh: Bo1 SQL Slammer dugc kich hoat vao thr bay (ngay
nghi) nén thiét hai udc tinh (vé tién) khong cao. Tuy nhién, virus ciing da
"ha guc"500.000 may chu trén toan thé gidi, va 1a nhan t6 gay nén "con
bao ”,dﬁ.’ lidu 6 at, khién toan bo mang Internet cia Han Quéc bi sdp trong
12 tiéng.

“SQL Slammer”

or the worm that ate the Internet

SQL Slammer con duoc biét dén véi cai tén Sapphire, dugc kich hoat vao
ngay 25/1/2003. SQL Slammer c6 tac dong rit x4u tdi toan bd giao van
Internet toan thé gidi. Diéu thu vi 12 loai virus nay khong tim kiém cac may
PC dau cubi ma chi hudng toi may chii. SQL Slammer 1a mot géi dit liéu
don 1¢ va tu giri toi cacdia chi IP. Néu dia chi IP 1a mot may tinh chay ban
SQL Server Desktop Engine (Microsoft) chua dugc va 151, thi chiéc may
chu d6 s& ngay lap tirc bi nhiém virus va tré thanh cong cu tan cong cac dia
chi IP khac.

Vi phuong thire 1ay nhiém trén, Slammer c6 thé tan cong 75.000 may tinh
chi trong... 10 phut, lam tac nghén toan bd mang Internet, khién céc router
phai ngung hoat dong.



6. Blaster (2003)
Thiét hai uéc tinh: 2-10 ty USD, hang trim nghin may tinh bi 1ay nhiém.

Mua he¢ nam 2003 1a thoi gian kho khan d6i v6i mang may tinh doanh nghiép
do su xuét hién gan nhu ndi tiép nhau trong thoi gian kha ngin cia sau
Blaster ~va Sobig. Blaster con dugc biét dén véi  cai
tén Lovsan hay MSBlast, 1a qua "bom fdn" no ra trudc. Virus niy dugc phat
hién vao ngay 11/8 va da nhanh chéng lay nhiém trén quy mo toan cau chi
trong ... 2 ngay.

Puoc phat tin qua mang va giao van Internet, Blaster khai thac mot 16 hong
trongWindows 2000 va Windows XP; va khi dugc kich hoat, sau s& cho
hién thi mot hop thong bao chet nguroi" rang may tinh s& bj tit sau it phut.
Puoc che gidu trong mi ngudn tép tin MSBLAST.EXE 1a dong thong diép
tac gia: "Bill Gates, rai sao ong lai khién cho diéu nay xdy ra. Hay ngimg
kiém tién va sira chiva phan mém ciia éng di".

Blaster con chira doan ma kich hoat tin cong DoS vao website
windowsupdate.com cua Microsoft vao ngay 15/4.

7. Sobig.F (2003)
Thiét hai udc tinh: 5-10 ty USD; hon 1 triéu may tinh bj l1ay nhiém.

Soblg F self- dlsabhng

blue all messages

magenta = messages from outside Cambridge
cyan = messages scoring 5 or more
green = discarded messages

Sobig Xqét hién ngay sau "con bao" Blaster", bién thang 8/2003 tr¢ thanh
thang "#oi t¢" nhat cho nguo1 dung may tinh doanh nghiép va gia dinh. Phién
ban nguy hiém nhat cia virus nay la Sobig.F, phat tdn rong rai vao ngay



19/8 va da lap ky luc méi (sau d6 bi MyDoom qua mat) 1a tao ra hon 1 tri¢u
ban copy cta sau chi trong 24 gid dau tién.

Virus lay nhiém vao mdy tinh thong qua tép tin dinh kém e-mail, chang han
nhu: application.pif, thank you.pif... Khi dugc kich hoat, sau nay sé& tu gui
vao cac dia chi e-mail luu trit trén may tinh nan nhan.

Ngay 10/9/2003, Sobig da tw "phdn huy" va khong con 1a moi de doa nira.
Microsoft da treo giai thuéng 250.000USD cho nhiing ai cung cap thong tin
dan t6i viée bat giit tac gia sdu Sobig, thé nhung cho tdi nay, van chua c6 ai
lam dugc diéu nay.

8. Bagle (2004)

Thiét hai udc tinh: Hang chuc tri¢u USD.

Bagle 1a mot dién hinh cho loai siu may tinh co6 co ché hoat dong tinh wvi,
xuat hién vao ngay 18/1/2004. Ma dgc hai cua sau lay nhiém vao hé thong
thong qua e-mail, va sau do s€ tim kiém dia chi e-mail trén 6 cirng may tinh
deé phat tan.

Sy nguy hiém cta Balge (va 60-100 bién thé sau) 1 & chd khi 14y nhiém vao
may tinh, sdu s€ mo mot cong sau (backdoor) tai cong TCP dé tin tac diéu
khién tir xa (truy cap, danh cap dir li¢u...).

Phién ban Bagle.B duoc thiét ké dé ngung toan bg su hoat dong cua Bagle
sau ngay 28/1/2004; tuy nhién cho téi tdn nay, cac bién the ro1 rac cua virus
nay van con phat tan trén mang.

9. MyDoom (2004)

Thiét hai udc tinh: Lam cho mang Internet toan cau cham mat 10%; tang
thoi gian tai xuong (load) trang web 1én 50%.




Chi mét vai gio (26/1/2004), "lan song" MyDoom dé c6 mdt trén toan thé
gidi bang phuong thirc phat tan truyén thong: qua e-mail.

MyDoom con c¢é tén 13 Norvarg, co kha nang ti 1ay nhiém theo mot phuong
thirc dac biét: ty giri ban sao cua sau trong mot e-mail c6 tén "Mail
Transaction Failed" (mot dang thong bao phan hoi thong thuong ciia may
cha Mail khi phat sinh 13i trong qua trinh chuyén mail). Khi nhan vao file
dinh kém, sdu s& phat tan vao cac dia chi mail tim thiy trén mdy tinh nan
nhan. MyDoom ciing 1y nhiém qua thu muc chia sé ctia céac tai khoan mang
ngang hang Kazaa.

Kha ning nhan ban cia MyDoom hiéu qua dén ndi cac hang bao mat thong
ké rang ctr mdi 10 e-mail duoc giri di c6 mot e-mail "dink" sau. MyDoom
duoc 1ap trinh ngung hoat dong vao ngay 12/2/204.

10. Sasser (2004)

Thiét hai udc tinh: Hang tri¢u USD.

Sasser bat dau 1ay nhiém vao ngay 30/4/2004, va dit manh dé danh sap lién
lac qua vé tinh ctia mot s6 hing thong tan Phap. Sasser ciing chinh 1a nguyén
nhan kién cho vai chuyén bay ctia hing hang khong Delta phai hoan lai vi
may tinh bi truc trac.

Khong glong cac loai sau trudc do, Sasser khong phat tan qua e-mail va

khong can sy tuong tac cua nguoi dung dé lay nhiém. Thay vao d6, sau khai

thac mot 16 hong bao mat trong ban Windows 2000 va Windows XP chua

duoc nang cap dé tan cong vao hé théng. Khi da nhan ban thanh cong, sau
s& tién hanh quét cac hé thong may tinh khac va ty gui ban sao téi. Cac hé

théng nhiém Sasser lién tuc gip truc tric va mat 6n dinh.

11. Conficker
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Day la mot loai sau may tinh dugc lap trinh dé tan cong cac hé diéu
hanhMicrosoft vao ndm 2008. Conficker rat kho bi phat hién va no c6 thé
lay nhiém qua thu dién tir, USB, 6 cung ngoai hay tham chi dién thoai thong
minh. Sau khi 1ay nhiém, sau s& két ndi may tinh véi mot botnet duoc kiém
soat boi1 nguoi tao ra sau. Botnet nay sau dé co thé duoc sir dung dé thuc
hién tin cong tir chdi dich vu (DoS) hay thu thap cac thong tin tai chinh
quan trong.

12. Storm Worm
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Storm Worm 1a mot loai virus c6 chirc ning nhu sau Conficker, 1ay nhiém
vao cac may tinh va ép ching tham gia vao mot botnet. N6 bat dau phat tan
vao nim 2006 qua mot burc thu dién tir c6 tiéu dé “230 ngwoi chét khi mot
con bédo quét qua chdu Au” va sau d6 dugc thay bang nhiéu tiéu dé gac nhu
“Tin xdu’ hayChién tranh Thé giéi thir ba da bat dau. Virus nay da lay
nhiém rat nhanh v&i khoang 10 triéu mdy tinh tré thanh nan nhan cua né.
13. Stuxnet
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Pay khong phai 13 sdu may tinh dugc tao ra dé danh cip thong tin thé tin
dung, mat khau hay nhimg tht théng thuong khac. N6 1a mot vii khi
mang duoc My va Israel hop tac phat trién dé pha hiy nha may hat
nhén cua Iran cling nhu lam cham hay pha hiy chuong trinh phat trién vii
khi hat nhan cua Tehran.

Iran di phat hién thiy sau Stuxnet trong hé théng kiém soat nha may hat
nhan cua nudc nay vao ndm 2010, nhung ho tin rang n6 da xuét hién trude
do 1 nam. N6 pha hoai bang cach 1am ting tbc d6 cua cac may |i tim hat
nhén va dan dan pha huy chung, trong khi phan hoi thong tin vé trung tim
tam kiém soat rang moi viéc van hoat dong binh thuong. Stuxnet di pha hity
1/5 may ly tam tai nha may hat nhan Natanz cua lran.

Sau khi tin cong nha may hat nhan Natanz, Stuxnet d nhanh chong phat
tan trén mang internet va lay nhiém cic may tinh trén toan thé gi¢i. Ma
ngudn cia nd cd thé dugc tai xudng va chinh stra boi bat ky ai ¢6 kién thire
vé lap trinh. N6 duoc sir dung dé tin cong cac hé thong diéu khién cac cong
trinh 1én nhu hd trir nuée, nha may dién, nha may hat nhan.
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